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Result of computation

Proof of correctness of 
computation



Motivating Application: Sensor Network Gennaro12
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Efficiency: proof size independent of  function size  and number of clients. 

Security: Tom cannot corrupt computation on honest clients’ inputs, even if he colluded 
with some of the clients.
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● Tag size is independent of function depth and size 
● Jerry’s Verification is independent of Mouse’s dataset

First Tool: Homomorphic Authenticators Gennaro12

11

(with sk) (with ek) 

Authenticated

Dataset

(with sk) 

Compute 

Sensor Mouse Cloud Tom Scientist Jerry



12

(with sk1, pk1 ) 

with ( pk1, pk2, pk3) 

Compute                    
as  

Sensor Mice

Cloud Tom Scientist Jerry

Second Tool : Aggregate Signatures Boneh13 

(with sk2, pk2 ) 
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From Homomorphic Authenticators: 

● Tag size is independent of function depth and size 
● Verification is independent of the dataset
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From Aggregate Signatures: 

●Tag size is independent of the number of parties
●Aggregation of dynamic subset of parties
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Our Requirement

● Tag size is independent of function depth and size 
● Tag size is independent of the number of parties
● Verification is independent of the dataset
● Aggregation of dynamic subset of parties
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Arithmetic Circuit
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Arithmetic Circuit

Circuit is a Program
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Syntax
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Syntax

Aggregation Correctness:



Syntax Summary
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5. AggVer

4. Aggregate

2. Auth

3. Eval 1. Keygen
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Unforgeability 
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Step 1: Initialize
Create (ek, sk) for all parties  

Step 1: Initialize
Receive ek1 and (ek, sk) of others  
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Step 1: Initialize
Create (ek, sk) for all parties  

Step 1: Initialize
Receive ek1 and (ek, sk) of others  

Step 2: Auth(τ, m)
Return  σ  under sk1

Step 2: Authenticate Query  
Send (τ, m) 
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Step 1: Initialize
Create (ek, sk) for all parties  

Step 1: Initialize
Receive ek1 and (ek, sk) of others  

Step 2: Auth(τ, m)
Return  σ  under sk1

Step 2: Authenticate Query  
Send (τ, m) 

Step 3: ver(m, P,σ )  under sk1

Return  0/1
Step 3: Verification Query  
Send ( m, P, σ) 

Step 4: AggVer(  (m’,P’  )U , σ’)  
Including P1
Return  0/1

Step 4: AggVer Query  
Send |U| number of ( m’, P’ ) tuples, 
σ’    
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Step 1: Initialize
Create (ek, sk) for all parties  

Step 1: Initialize
Receive ek1 and (ek, sk) of others  

Step 2: Auth(τ, m)
Return  σ  under sk1

Step 2: Authenticate Query  
Send (τ, m) 

Step 3: ver(m, P,σ )  under sk1

Return  0/1
Step 3: Verification Query  
Send ( m, P, σ) 

Step 4: AggVer(  (m’,P’  )U , σ’)  
Including P1
Return  0/1

Step 4: AggVer Query  
Send |U| number of ( m’, P’ ) tuples, 
σ’    

Step 5: Finalise
Run AggVer(  (m*,P*  )|U| , σ*)  
Including P1
Return  0/1

Step 5:  Finalise
Send |U| number of ( m*, P* ) tuples, 
σ*    
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Step 5: Finalise
Run AggVer(  (m*,P*  )|U| , σ*)  
Including P1
Return  0/1

Step 5:  Finalise
Send |U| number of ( m*, P* ) tuples, 
σ*    ● Type 1 Forgery

● Type 2 Forgery
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Can polynomials give a MAC ?FC13  
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Can polynomials give a MAC ?FC13  
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Correctness:  FC13 

Verification : 
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Under



Can polynomials give a Homomorphic MAC ?  FC13, FE16, FA24
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+ *

Can polynomials give a Homomorphic MAC ?  FC13, FE16, FA24
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Can polynomials give a Homomorphic MAC ?  FC13, FE16, FA24
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Visualization for additive homomorphism
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Can polynomials give a Homomorphic MAC ?  FC13, FE16, FA24
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Visualization for multiplicative homomorphism



53

Unravelling Multiplication 



Correctness of Homomorphic MACFC13

Verification : 
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Can Polynomials give Multi Key Homomorphic Aggregate MAC ?
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Naive Attempt: 

Issue: Efficiency
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Attempt 2: 

Issue: Privacy
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Can Polynomials give Multi Key Homomorphic Aggregate MAC ?

(Informally)

Attempt 3: 



Correctness 

Verification(Informal) : check
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Under (sk1, …, sk|U|)



Intuition for the Proof
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The proof relies loosely on a variant of Schwartz ZippelZp and a reduction to co-CDHB13 assumption 
through a series of hybrids and is secure in the Random Oracle Model.
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Summary
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● Our  primitive enables an untrusted  server to produce a short certificate to prove 

that he has performed correct (disjoint) computations on multiple users’ data. 

● The size of this proof is independent of the number of users and the complexity of 

the performed computations.

● We give a construction of this primitive based on the co-CDH assumption in the 

random oracle modelSensor Mice

Cloud Tom
Scientist Jerry



Open Problems: 

● Remove ROM
● Independence of Verification from the complexity of function
● Independence of the size of keys from the depth of the function.  
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Thank You! 
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