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1.1 The design of block ciphers

The design of block ciphers

« Confusion: Non-linear components (e.g. S-box) ° o~ Ll
« Diffusion: Linear components (e.g. MDS matrix) v AES
. _ IDEA
« Cipher structure: Feistel structure, SP network, -
DES
Lai-Massey structure, Generalized Feistel structure
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1.2 Comparison between Feistel structure and Lai-Massey structure

Comparison Feistel structure Lai-Massey structure

Two equal-sized branches.

Similarities The f-function may not necessarily be invertible.

CPA security: 3 rounds
CCA security: 4 rounds

The input and output of f- | The input and output of f-
function are related to function are related to two
Design only one branch. branches. VALY

Differences Branch permutation Orthomorphic permutation

Distinguishers 5-round impossible FOX block cipher: 4-round A
differentials iImpossible differentials

any
%
AY

N

Observation: There is always longer impossible differentials for block ciphers a

when considering the details of f-functions. ! v
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1.3 Several questions

Question 1: The number of rounds of impossible differentials for Lai- L

1/

Massey structure may be limited to 4 rounds. From the perspective of

design, what factors influence the number of rounds of distinguishers? >_<|

DCC 2011 Quasi-Feistel construction: consistency between Feistel and

Lal-Massey constructions regarding CPA and CCA security results; rS
TIT 2023 Unified structure: Feistel-like structures with a single f-function. ~N
}
Question 2: Can we reconsider the differences in distinguishers and () ()
provable security between Feistel and Lai Massey structures from a unified !

framework?
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2.1 Lai-Massey structure and its another representation

L, R, L, R,
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Zi—1 = Li—1 ® R; 1,
S L; =0(L;_1® f(zi_1)), -
Ri=Ri—1® f(zi-1). ! v
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2.2 The r-round iteration of Lai-Massey structure
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2.3 Lai-Massey structure and its equivalent structure

VARY
\VV — f
f = a-

. 4 1 l
oy b ELM
(r) _ I (r) I
LM (OI)O(‘JEM D(OI)

The differences between the Lai-Massey and Feistel structures in design and security are

attributed to different properties of orthomorphic permutation and branch permutation.
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2.4 The properties of orthomorphic permutation

Definition 1: Let (G, +) be a finite abelian group and ¢: G — G be a mapping from G to G. If ¢ and

x » o(x) — x are both permutations, then o is called an orthomorphic permutation.

Set G as F}!, the group operation as @, and the mapping ¢ as a linear orthomorphic permutation.

Property 1: For a linear orthomorphic permutation o , we have ord(o) = 3.

Property 2: The linear mapping x = ¢2(x) @ x is a permutation.

The order of branch permutation is 2, while the order of an orthomorphic permutation is at least 3.
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2.5 Conjugated equivalence

Definition 2: Suppose M, N are n X n invertible matrices over F,, if there exists an n X n invertible

matrix P over F, , such that P"*MP = N, then matrix M is said to be conjugated equivalent to N,

denotedas M ~ N.

Property 3: Suppose M, N are n X n invertible matrices over F, , if M is conjugated equivalent to N,

then ord(M) = ord(N).
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2.6 Examples

Example 1: There are six 2 X 2 invertible matrices over F,.
Matrices Mc and M, are orthomorphic permutations.
= (PO (Y - (01
Other matrices are not orthomorphic permutations. ! 01)777 01)°7? 10)°
ord(Mg) = ord(M;) = 3,
(M) (Ms) M,;l_(ig),Mﬁ_([l]}),ﬂ/fﬁ_Gé).
ord(M,) = ord(M;) =ord(M,) = 2,
ord(M,) = 1.

ord(o) = ord(a”). >~ \olI O 1 01 O 1
Example 3: As shown in Example 1, there are three equivalence classes:

{Ml}' {MZI M31 M4}' {MSI M6}

Example 2: For a linear orthomorphic permutation o, ! (I I) (a O) (I I) B (g o @I)
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3.1 The framework UFLM

The framework UFLM is a collection of cipher structures, including Feistel and Lai-Massey structures.

L R,

. ) UFLM instance: U, = {Ef,| f: F3' =» FI'}. E, is a single-round
l_’ / _‘d? block cipher employing the instance U,,.
¢ If @ is branch permutation, then the instance is Feistel structure.
l l If ¢ = ¢’, then the instance is equivalent Lai-Massey structure.
L, R

UFLM construction: UFLM = {U,| ¢: F™ » F;"}.

I I r-round UFLM instance ufp” (construction UFLM ): the r-fold
1 ‘: 1—1
(Ra) =7 (Rz'—l D f(Li—l)) composition of U, (UFLM)

The f-functions adopted in each round are considered as (secret)

random functions.
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3.2 Research object

A B
A Byt
A=(I10),B=(01),A" = v B = (fa
A(P‘T_l B((p'i')'r—l

Research object: UFLM instances that satisfy the following conditions:

(1) bijective f-function; (2) A® and B® are full-rank; (3) ord(p) = 2.

Property 4: If A® is full-rank, then there exists at least one differentially active f-function covering

two consecutive rounds for UFLM instances.

Property 5: If B(?) is full-rank, then there exists at least one linearly active f-function covering two

consecutive rounds for UFLM instances.
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3.3 5-round impossible differential

Theorem 1: Assume that A® and B® are full-rank. There exists a 5-round impossible differential

a — @a for UFLM instances where « is a non-zero solution for equation AMx = 0 and ord(¢p) = 2.

fl: O - O
Encryption direction:
a - pa - a® BT - pa ® BT, & pBp, fa: Apa = B,
Decryption direction: f3: ApB' By — B,
T
Pa DB ps —a = ga far Apa = B3
AN r, BB, =0 B
(BT QOBT)('Bng'BB’)zO —— p2=0 — (AQD)B p1=0 :>¢BT'31=0:>,81—0

—— Apa =0 Contradiction! 14
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3.4 Impossible differential cryptanalysis

Theorem 1: Assume that A® and B® are full-rank. There exists a 5-round impossible differential

a — @a for UFLM instances where « is a non-zero solution for equation AMx = 0 and ord(¢p) = 2.

Corollary 1: Assume that A3 and B are full-rank. There exists a 4-round impossible differential

a - @a for UFLM instances where « is a non-zero solution for equation AMx = 0 and ord(¢) = 3.

Corollary 2: Assume that A3 and B are full-rank. There exists a 3-round impossible differential

a — @3a for UFLM instances where « is a non-zero solution for equation AMx = 0 and ord(¢p) > 3.

15
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3.5 Zero correlation linear cryptanalysis

Theorem 2: Assume that A®@ and B®@ are full-rank. There exists a 5-round zero correlation linear

hull y = ¢Ty for UFLM instances where y is a non-zero solution for equation BMWx = 0 and ord(¢p)
= 2.

Corollary 3: Assume that A® and B® are full-rank. There exists a 4-round zero correlation linear

hull y - (<pT)2y for UFLM instances where y is a hon-zero solution for equation B™Wx = 0 and

ord(¢) = 3.

Corollary 4: Assume that A® and B® are full-rank. There exists a 3-round zero correlation linear

hully - ((pT)k_By for UFLM instances where y is a non-zero solution for equation BWx = 0 and

ord(p) = k > 3.
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3.6 Integral cryptanalysis

[SLR+15]: a nontrivial zero correlation linear hull of a block cipher always implies the existence of

an integral distinguisher

Theorem 3: Assume that A and B®@ are full-

ord(y) Distinguishers Rounds  Structures

rank. If ord(¢) = 2, then there exists a 5-round Impossible differential D

2  Zero correlation linear hull 5 Feistel structure
integral distinguisher for UFLM instances. If Integral distinguisher 5
Impossible differential 4

Ord(QD) = 3, then there exists a 4-round integra| 3  Zero correlation linear hull 4  FOX64 structure
Integral distinguisher 4
distinguisher for UFLM instances. If ord(¢p) > 3, Impossible differential 3

> 3 Zero correlation linear hull 3 —

then there exists a 3-round integral distinguisher Integral distinguisher 3

for UFLM instances.

17
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4.1 CCA-security results

The 4-round construction UFLM @ is CCA security up to birthday bound.

Case 1: The 4-round construction UFLM @ [f] adopts the same f-function in each round:

h=h=h=f=1.

Case 2: The 4-round construction UFLM @ [f,, f»., f2, f»] adopts independent f-functions in each round.

L. R Definition 3 (Good Linear Transformation): A linear transformation
[ "/ _’$ _ (‘PUL QDUR)
PBL  PBR
l 4 l over F£™*2" js said to be good if the three matrices ¢yr, @y and gy @
M M @y are full-rank.
I
The last round omits ¢. Example: ¢ = (g 0619 )
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4.2 CCA security for UFLMD [f]

Theorem 4: Assume g < 2"/2, Then, for the 4-round idealized construction UFLM @ [f] defined

upon a secret random function f and a good linear transformation ¢, it holds:

2 2

,CCA CI
Advy iz (@) < -+ oo

Interaction (g non-redundant forward/inverse queries) between an adversary D and oracles
UFLM® [f] or IT:

0= ((897). (12.8). - (49,80, (20.00)

19
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4.3 Bound the ratio

UFLM @ [f*]F Q" if UFLM @ [£*](Lo, Ry) = (L4, Ry) for all (Lo, Ro), (L4, Ry)) € Q';
"+ Q" 1 if T*(Lg, Ry) = (Ly, Ry) for all ((Lo, Ro), (La, Ry)) € Q'.

Fix an attainable Q,
w(@Q) _ Pr(f « (FFo F3): UFLM @ [f] + Q)

v(Q) Pr(Il « (F2"— F2™):11 + Q)
q—1
1
Pr(Il1 « (F3™= F3™):11 - Q) = 1_[2211 —
i=0

ExtF = {X € F}}| ((X,Ry), (Ls, Ry)) € Q for some Ry, Ly, R, o

((LO,RO), (X, R4)) € Q for someLy, Ry, R4}

20
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4.4 Bound the u(Q)

w(Q) = Pr(f « (Fo FP): UFLM@ [f] + Q) = }}r(’u}"!:]\/[(‘” [f]1 + Q| =Bad(f)) x (1 — }}r(Bad(f)))

Given a random function f, let Bad(f) be a predicate that holds if any of the following conditions is met:
1. There exists a record ((Lo, Ry), (L4, Ry)) € Q such that gy, - Lo @ @yg - Ro ® @yg - f(Lo) € ExtF or
(@ Dt La ® (9™ Dyr' Ra @ (9™ YDyr' f(Ls) € ExtF;
2. There exist distinct records ((Lg, Ry), (L4, R4)), ((Ly, RY), (L, RL)) € Q, such that Ly # Lj, but
@y - Lo ® @ur - Ro @ @yr - f(Lo) = @uyr - Lo @ @uyr - Ro ® pur - f(Lo);

3. There exist distinct records ((Lg, Ry), (L4, R4)), ((Lo, RY), (L, RL)) € Q, such that L, # L}, but

(@ Dy La ® (@ Dyr Ra ® (0™ Dyr fLa) = (@ Dy - Ly @ (0™ Dyr Ry @ (@ HDyr: fLY);
4. There exist two records ((Lo, Ry), (Ls, Rs)), ((Lo, RY), (L4, R,)) € Q (not necessarily distinct) such
that: @y, - Lo @ @yr - Ro @ @ur - f(Lo) = (@ Dy - Ly ® (0™ Dyr' Ry © (@ Hyr: f(LY).
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4.5 Bound the u(Q)

Lemma 1: When q < 2™/2, we have:

6 2
Pr(Bad(f)) < zin'

If Bad(f) does not hold (the probability of which has a lower bound), then UFLM® [f] + Q is

equivalent with 2q distinct equations on the f-function.

Pry(UFLM® [f]  Q [ ~Bad(f)) = (2m)24

6q°

on ) (2n)2q

u(Q) = (1 -

22
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4.6 Bound the ratio

u@) Pr(f « (Fe F): UFLM® [f] + Q)
v(Q) Pr(Il « (F2"— F2™):11 + Q)

6G> 1 a-1 4
2 (1 - zn)((zn)Zq )/ Hl_:O 22N _j

>1-%_ 4@
2n 24m
> Dist(u(Q),v(Q)) < -7 +5m
6g> q?

cca
> Advyz e (@) = o + o5

23
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4.7 CCA security for UFLM® [f1, f2, f3, fal

Theorem 5: Assume g < 2"/2, Then, for the 4-round idealized construction UFLM @ [f,, 5, f3, f4l
defined upon four independent secret random functions f3, f», f3, f+ and an invertible linear

transformation ¢, it holds:

CCA a® q°

V@ (@) = 5p+ oo

Ad

Corollary 5: The CCA security of the 4-round Lai-Massey construction is superior to that of the 4-

round Feistel construction when utilizing the same f-function in each round.

Corollary 6: If the linear transformation ¢ of a 4-round UFLM} instance adopts O — I block matrix,

then its CCA security is identical to the 4-round Feistel construction.

24
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4.8 CCA security for UFLM@ [p] and UFLM™ [p,,p2, P3, P4l

Theorem 6: Assume g < 2"/2, Then, for the 4-round idealized construction UFLM @® [p] defined

upon a secret random permutation p and a good linear transformation ¢, it holds:

4q2 q°
Zn 22n

Advy g (@) <

Theorem 7: Assume g < 2"/2, Then, for the 4-round idealized construction UFLM @ [p,, p,, D3, P4
defined upon four independent secret random permutations p4, p,, p3, p, and an invertible linear

transformation ¢, it holds:

3¢* ¢
CCA
AdVy a0 (@) < mn T 221

25
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4.9 Proposal for a UFLM instance

{

L., R,

B B

Li=Ri 1 f(Li—1),

Ri=Li1®Ri—1® f(Li—1)-

Proposition 1: There exists a 4-round impossible differential

(0,a) » (a,a) where a # 0.

Proposition 2: There exists a 4-round zero correlation linear
hull (y,0) = (y,y) where y # 0, which leads to a 4-round

integral distinguisher.

Proposition 3: The 4-round construction is CCA-secure when

utilizing different f-functions in each round.

26
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5.1 Conclusion

« The framework UFLM is proposed for reassessing the security of Feistel and Lai-Massey

structures.
provides guidance for the design and cryptanalysis.

« The number of rounds of distinguishers for UFLM instances with various orders of linear

transformations;

« CCA security of 4-round UFLM construction;

« Proposal for a UFLM instance.

« Lai-Massey structure does benefit from the orthomorphic permutation in both aspects.

« The linear transformation employed in a cipher structure is directly related to its security, which

« The order of branch permutation is 2 and the order of an orthomorphic permutation is at least 3;

27
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5.2 Future work

* When evaluating the number of rounds of distinguishers, UFLM instances that employ bijective f-

functions are considered.

« The issue of non-invertible f-functions remains a topic for subsequent investigation.

 |f f-function is composed of multiple smaller components, such as S-boxes, it is feasible to convert

a UFLM instance into an alternative structure with several smaller-scale S-boxes.

« Security evaluation for structures with multiple branches and multiple f-functions.

28
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