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Introduction
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▪ Rummy: A Game Loved by Generations
✓ Originating centuries ago, rummy is believed to have roots in Mexico’s Conquian and 

China’s Mahjong.
✓ Today, it’s one of the most popular card games worldwide, blending strategy, skill, and 

a dash of luck.
✓ In India, online rummy is a $335 million industry, growing at 35% annually.

▪ The Thrill of Online Rummy
✓ Convenience: Play anytime, anywhere.

✓ Competition: Real-time matches with players across the globe.

✓ Stakes: Skill meets reward—but fairness is often questioned.

▪ The Big Question:
✓ Can you trust a dealer who controls every aspect of the game?

✓ What if you could play rummy with zero fear of 

manipulation?

https://www.rummycircle.com/how-to-play-rummy/rummy-rules.html



Challenges in Online Rummy Platforms
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▪  Lack of transparency in card distribution.

▪  Use of bots or fake players.

▪  Manipulation of Random Number Generators (RNGs).

▪  Monopolistic dealer control.

▪  Legal and ethical concerns.

https://thumbs.dreamstime.com/b/medicine-healthcare-people-concept-doctor-displeased-male-patient-arguing-clinic-doctor-displeased-

male-patient-107385320.jpg



Motivation for Blockchain Based Solution
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▪  Decentralized control eliminates dealer’s monopolization.

▪  Transparent processes ensure fairness.

▪  Increases trust among the players.

▪  Immutable records prevent manipulation.
https://blog.advancedresources.com/hubfs/blog-importanceoftransparency.png



Introdution to Blockchain

▪A blockchain is “an open distributed ledger that can record 
transactions between two parties efficiently and in a verifiable 
and permanent way”- Lsnsiti, Lakhani 2017
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Smart Contracts

▪  “Code is Law” – Unambiguous agreement 

▪  Computer programs - Logical

▪  Stored on blockchain - immutable

▪  Can be executed automatically – eliminates TTP

▪  Trigger transactions in the blockchain network
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https://blockgeeks.com/wp-content/uploads/2016/10/What-are-Smart-Contracts_.png



How to Play Rummy?
1. Dealing Cards:

▪ Each player is dealt 13 cards. The remaining cards form the closed deck, and the top card is 
     placed face-up to start the open deck.

2. Player’s Turn:
▪ Each player, in turn, performs the following:

I. Draw a Card: Pick one card from either the closed or open deck.
II. Organize Cards: Arrange cards into valid combinations:

a) Set: A group of 3 or 4 cards of the same rank but different suits (e.g., 7 , 7 , 7 ).

b) Sequence: A consecutive group of cards from the same suit:

✓ Pure Sequence: No joker is used (e.g., 4 , 5 , 6 ).

✓ Impure Sequence: Includes a joker as a substitute (e.g., 7 , 8 , Joker).

3. Discard a Card:
▪ The player discards one card to the open deck.

4. Declare:
▪ Once all cards are arranged into valid sets and sequences (with at least one pure sequence), 
 the player declares their hand.

5. Winning:
▪ If the declaration is valid, the player wins. If not, the game continues until another valid
 declaration is made.
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Proposed Protocol
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▪ Actors: Players, Dealer

▪ Smart Contracts:  Smart Contract (SC_Rummy)

▪ Combines on-chain and off-chain processes.

▪ Key phases:

   1. Shuffling of Cards.

   2. Distribution of Cards.

   3. Drawing and Discarding Cards.

   4. Endgame Verification.

 



Phase 1: Shuffling Cards
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▪ Goal: Ensure unbiased shuffling, where no single entity controls the shuffle.

▪ Process:

1. Seed Generation:

I. Players P1, P2,…, Pn generate random seeds S1, S2,…, Sn.

II. Dealer D generates a secret seed Sd.

2. Commitment:

I. Players and dealer submit hashed commitments H(Si) and H(Sd) to smart contract.

3. Initial Hash Calculation:

I. A combined hash is generated:

 initial_hash = H(S1 ∣∣ S2 ∣∣…∣∣ Sn ∣∣ block.timestamp ∣∣ block.number)

4. Final Hash:

I. Dealer contributes Sd to calculate the final shuffle hash:

 final_hash=H(initial_hash ∣∣ Sd)

5. Shuffling Algorithm:

I. Cards c1, c2,…, c104 are permuted using final_hash with a deterministic algorithm.

▪ Outcome: An unpredictable and verifiable shuffle is created.



Phase 2: Distribution of Cards
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Phase 3: Drawing & Discarding Cards
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▪ Goal: Ensure fairness and transparency in card drawing and discarding.

▪ Process:
1. Drawing a Card:

I. Player Pi requests a card from the closed deck.

II. Dealer commits the hash of the card (ci) combined with the secret seed Sd: H(ci ∣∣ Sd)

III. Dealer encrypts the card using Pi’s public key  𝐸P K𝑖(ci), and sends it to Pi.

2.Verification by Player:

I.     Pi decrypts  𝐸P K𝑖(ci), using their private key SKi and commits: H(ci ∣∣ Si′​)

II.    Si′​ is a fresh seed generated by Pi.

3.Discarding a Card:

I.     Pi announces the discarded card publicly.

▪ Outcome: Verifiable card draws and discards ensure transparency and fairness.



Phase 4: End Game Verification
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▪ Goal: Verify the integrity of the shuffle, distribution, and gameplay.

▪ Process:
1. Seed Reveal:

I. Dealer reveals Sd, and players reveal their seeds S1,S2,…,Sn on Smart Contract.

II. Smart contract verifies the commitments: 

 H(Sd) =? committed H(Sd), H(Si) =? committed H(Si)

2. Deck Reconstruction:

I.    Players reconstruct the final shuffle using: 

 final_hash = H(initial_hash ∣∣ Sd)

3. Merkle Tree Validation:

I.   Verify the order of the closed deck cards using the Merkle root.

II.  Each leaf node represents a card hashed with the dealer’s secret seed: H(ci ∣∣ Sd)

4. Result Verification:

I.   Players validate their hands and drawn cards by comparing committed hashes.

▪ Outcome: Complete transparency and auditability of gameplay.



Security & Fairness Aspects
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▪  Fairness

✓ Decentralized shuffling and endgame verification ensure transparency and 

prevent manipulation.

▪  Privacy

✓ Encrypted card hands protect player information, with hidden dealer seeds 

ensuring unpredictable shuffles.

▪  Data Security

✓ Immutable blockchain records and commitment schemes safeguard the game’s 

integrity.



Implementation & Experimental Results
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Implementation Setup:

▪ We have implemented the protocol in a system having Intel(R) Core(TM) i5-8250U running Linux 
Ubuntu 22.04.2, a 64-bit operating system using 8.00GiB of RAM. 

▪ We have deployed our smart contract on Ethereum Test Network – Sepolia. The Deployment Address 
of the Smart Contract is given below.

▪ The Source code is publicly available on GitHub (https://doi.org/10.5281/zenodo.13985217).

Smart Contract Address

SC_Rummy 0xff677e8eb96da152f8d880ebe60a5141027bcf82

https://doi.org/10.5281/zenodo.13985217


Implementation & Experimental Results Contd.
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✓Transaction Cost: The execution of a transaction within the Ethereum ecosystem 
incurs a fee known as gas. Gas refers to the monetary cost associated with 
completing a transaction or the execution of a contract on the Ethereum platform. 



Implementation & Experimental Results Contd.
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✓Transaction Latency: Latency refers to the duration of time that a user must 
wait after initiating a transaction by broadcasting it to the network before it 
is processed and then included in a block



Conclusion
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▪  We introduced a blockchain-enabled distributed system for 
online rummy platforms so that the dealer can efficiently 
convince the community regarding fairness.

▪  Our approach ensures that key game actions such as card 
shuffling, card distribution, and card drawing can be managed 
transparently and verifiably, enhancing fairness and trust 
among players.

▪  Demonstrated feasibility on Ethereum platform.

▪  Highlights potential for broader gaming applications.



Future Work
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▪  Challenges & Limitations

➢ Gas fees increase operational costs.

➢ Public blockchain latency impacts real-time gameplay.

➢ Scalability and usability challenges in adoption.

▪  Future Directions:

➢ Explore zero-knowledge proofs for enhanced privacy.

➢ Investigate secure multi-party computation (SMPC).

➢ Develop consortium blockchains for industry adoption.
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