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DATA-PRIVACY VAULTS

—> What do they do?
- Who is using them?




Data-Privacy Vault

A literal vault (safe) of information -

Users can store their private
information

Generate access passes
give access to selected parties
Data hidden from others




5> Data-Privacy Vault

Access Levels

Different levels of access passes

provides access to different
data

Eg. Level 1: Non-sensitive data
Level 2: Both non-sensitive and
sensitive data




5> Who's making & using them?

aws Q =

Get Started for Free Contact Us

Secure PlI

A data privacy vault that makes it easy to isolate, protect, and govern sensitive data, Protect applications and
systems across your tech stack by design.

A lot of big companies!
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Securing identities at every interaction
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AWS Blog Home Blogs ¥  Editions v

AWS Compute Blog

Building a serverless
tokenization solution to mask

sensitive data

by James Beswick | on 29 JUL 2020 | in Amazon API
Gateway, Amazon Cognito, Amazon DynamoDB, AWS
Lambda, Serverless, Technical How-to | Permalink | #
Share

This post is courtesy of Anuj Gupta, Senior Solutions
Architect, and Steven David, Senior Solutions Architect.

Customers tell us that security and compliance are top
priorities regardless of industry or location. Government
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We futureproof
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Who's making & using them?

A lot of big companies!

increasingly being used for
storing information used
for training LLM models




OUR FRAMEWORK



Our Framework

3 parties:

o o

é-lll-l“llll

USER

XA o

ANALYST
TRUSTED

SERVER  DATABASE y—



5> Our Framework - Functionality

STORE -

User stores the information and gets back access
passes

ACCESS -

Level 1 access to non-sensitive information
RETRIEVE -

Level 2 access to all the information
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Security Notions

Non-Sensitive Information:

No access Token -> No non-sensitive information

Sensitive Information:
No master password -> No sensitive information

(even with access token)




Security Notions

Non-Sensitive Information:

No access Token -> No non-sensitive information
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USER

TRUSTED SERVER



Security Notions

Non-Sensitive Information:

No access Token -> No non-sensitive information

Game IND-CATA

1: b+s{0,1}
2: PPHParam{l*_']

3 (state,mg = (Ms0, Mnso), M1 = (Ms1, Mns1))

- Astm(Pp,_),Ama(Pp,_)(Pﬂ 1,\)

4 if Mnep = Masi :

5: return ()

6: (m-tok”, data-lok™) = Store( L, PP, my)

7 access-tok™ = H(10,m-tok")

8: b & AStorelPP)Access(PR) (PP, access-tok™, state)
9: return (b=15")




Security Notions

MALICIOUS ' TRUSTED
USER YX SERVER
Sensitive Information:

No master password -> No sensitive information

(even with access token)




Security Notions

Game IND-SIA

1: b+s{0,1}
2: PP ¢sParam(1)
31 (state,mg = (Ma,n, Mas0), M1 = (Ms1, Mps1))

— ASerePPAces(PR) (pp X pB)
4:  ((m-tok™,data-tok™), DB") = Store(L, PP, mins 5, DB)
51 b e AR PP AP (pp state, DB')

6: return (b="H")

Sensitive Information:

No master password -> No sensitive information

(even with access token)




BUILDING BLOCK:
TOKENIZATION SCHEME



5> Tokenization Scheme - Model

Cloud Operating Model

Database may get compromised
LLM-training friendly

Must be deterministic (same token for same data)
The user should not have to store a secret key



Tokenization Scheme

TRUSTED :
SERVER DATABASE

.

USER




Tokenization Scheme

USER | TRUSTED ]
DATA SERVER DATABASE

.



5 Tokenization Scheme

Tokenization Procedure:
Takes message m as input
Generates a token tok and adds an entry to the database

Returns tok

DeTokenization Procedure:
Takes token tok as input
If it exists in database, returns corresponding message m,

else returns L. 4



Security Notions

Datat1, Data2 _

Challenge Token

User « Challenger

Chosen Data Attack

TRUSTED 2 =3
USER | . r
TOKEN SERVER DATABASE

Chosen Distribution Database Attack

.



Security Notions

Chosen Data Attack

Chosen Distribution Database Attack

User

Add Record R

(Repeat) .

Guess

If b=0:
Add Record R

If b=1
Add random record

Challenger




Our Construction

Tok(m, 7, k1) // for basic construction ky =L, m =m  DeTok(tok)

1 if ky =1 1 iF d(er||t]|e2||tz) € DB s.t. ta = Ha(lok)
2 ky « Hi(m) 2: m +— Dec (Hy(lok), cz)

31 if d(ea|[ta]|ez||tz) € DB s.t. t1 = Ha(m) 3: return m

4 tok + Dec(k1, 1) 4: else return 1

5: return tok

6: tok«s{0,1}7 \

7: ¢ < Enc(kr, tok) token generated randomly,

&: 11« Ha(m)

9: ks + Hal(tok) )
10: ¢+ Enc(ks, ) c1 = Enc(H(m), tOk), t1 = H (m)

11:  ta + Ha(tok) C2 = EnC(H(tOk), m), t2 = H'(tOk)
12:  d = c1|ta]]|ez||tz
13: DB =DBU{d}

14:  return fok \store {c1, t1, c2, t2} as one record )




55 Our Construction

Tok(m, 7, k1) // for basic construction ky =L, m =m  DeTok(tok) ‘

o if A(c|ta]lez||tz) € DB s.t. o = Ha(tok) }

1: if k=1

2 ky « Hi(m)

31 if d(ea|[ta]|ez||tz) € DB s.t. t1 = Ha(m)
4 tok + Dec(k1, 1)

m < Dec (Ha(tok), cz)

return m

if a record exists with
t, = H'(tok),

[y w b -
e . o

else return L

return tok

;i tok «s{0,1}7 return

: o1 4+ Enc(ka, tok)
:: t ::'H:c(m} \’n = Dec(H(tOk)l CZ) )
9: ks Hallok)

10: ¢+ Enc(ks, )
11:  to + Ha(tok)

12:  d=cil|ti]|ez||tz
13: DB =DBU{d}

14: return fok

Our construction is both IND-CDA and IND-CDDA secure

4



FULL VAULT SCHEME
CONSTRUCTION



Vault Scheme Construction

We use the Tokenization Scheme as a building block

For simplicity of presentation, assume that the
message space is same as the token space.

S



52 Vault Scheme Construction - STORE

n-s data is
encrypted
with the
access .|
token as
key

Store(m-tok, PP, M = (Ms, Mys))

v Enc(kQ,Mm)\

10 :
11:

1
2
3
4
5
6
7
8
9

if m-tok =1 ]

m-tok <3 {0,1}"
ko = H(00, m-tok, M)
ki = H(01, m-tok) — |
ko = H(10, m-tok)
ks = G(M)

C1 = Enc(k1, M5)

(data-tok, d) = Tok(ko, M, k3) |
DB = DB U (C1,d)

return (m-tok, data-tok)

if token does not exist beforehand, it

— is generated.

two hashes of the master token, one for
sensitive, one for non-sensitive data

__, the one for the non-sensitive data is
used as the access token

—, the non-sensitive data ciphertext is
— tokenized and that token is used as the
data-token




57 Vault Scheme Construction - ACCESS

access needs both data token and

/ access token

Access(access-tok, data-tok) data-token is the token for the
1: B = DeTokPB(data-tok)) —— tokenization scheme

2: M, = Dec (access-tok, M)——____ access token is the key for the
3: return My, decryption




5> Vault Scheme Construction - RETRIEVE

retrieve needs both master password

/ k
Retrieve(m-tok, data-tok) and access token
1. ((C1,d), M) = DeTokP? (data-tok))+— data-token is the token for the
2. ki = H(0, m-tok) tokenization scheme
30 ke =H(lmtok) ——— | derive the access token and use it to
4:  Mys = Dec (k2, M) access the non-sensitive data
5 MSZDQC(kl,Cl)
6: return M = (Ms, Mys) -, use master password to decrypt
7: else return L sensitive data




5 Security

The IND-CATA of the vault construction follows from -

Randomness of the hash function

IND-CDA and IND-CDDA security of the underlying
Tokenization scheme.

The IND-SIA follows from -

randomness of the hash functions
IND-CPA security of encryption scheme
IND-CDDA of tokenization scheme
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Thank You!
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