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p Fully Homomorphic Encryption



What is Homomorphic Encryption?
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Homomorphism Property

+ ADDITIVE = Enc(a) + Enc(b) = Enc{a + b)
+ MULTIPLICATIVE = Enc(a) - Enc(b) = Enc{a - b)

« RSA, ECC, are only additively homomorphic.
e They are also Post-Quantum Insecure. (Thanks to Peter Shor [1994))
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The LWE Hard Problem [0ded Regev, Goedel prize 2018]

Given A € Z'*" e e U
Given- A - 8 + e, it is hard to retrieve s.

where, s € Zj

v This problem remains secure in a Post-Ouantum scenario.
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Fully Homomorphic Encryption

o TWE sample: A-2+¢€
e Encryption: A-s4+e+m-A

m; €
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Fully Homomorphic Encryption

o LWE sample: A-s5+¢
s Eneryption: A-g24+e+m-A
e Ciphertext: {-A, A-s+e+m-A}



Fully Homomorphic Encryption

o IWE sample: 4.2+ ¢

» Eneryption: A-s+e+m-A

e Ciphertext: {—A, A-s+e+m-A}

e Decryption: mnd({—A4-8 + A-s+e 4+ m- A})

m; €‘;

qllllllg[mﬂilllllll-lllllllll{;
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Additive Homomorphism
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Multiplicative Homomorphism
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Multiplicative Homomorphism

m,y €
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KeySwitching+Sealing is done to restore the en/decryption-+message-error barrier.
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Multiplicative Homomorphism
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Multiplicative Homomorphism

e KeySwitching is expensive.

e Scaling reduces the computation depth.

Depthl ========= 7 \ o

Depth ) ====== >
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Fully Homomorphic Encryption in Practice

Schemes used: [CKKS’17], [BGV’14], [Bral2, FV12] (RingLWE)
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Fully Homomorphic Encryption in Practice

Schemes used: [CKKS’17], [BGV’14], [Bral2, FV12] (RingLWE)

Operation supported: +, {x, <, >} — KeySwitch

Application Goal: Reduce Depth consumption and ##KeySwitch operations.



p Machine Learning using FHE



Matrix Multiplication and Neural Networks
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Prior Works

Methodology | Packing | # ct-ct Mult | # Rotations ept
Naive 1 A(d") - 2
[WaH19, LKS17] i O(d?) O(d? log,, d) 2
[RizT22| d* (1) O(d) 2
[ [TKLS18| l &, d° ] Q(d) ] O(d) I 3
[ kY] [ d* | Od) | O(dlogd) | 2
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication [RizT22]

alb|e|d .+ [2]0]0]0]
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alb|e|d .+ [2]0]0]0]

alb[ela] - [0]1]0]0]
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication [RizT22]
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Encrypted Matrix Multiplication
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Results

Packing | #pt-ct Mult | #ct-ct Mult #Rotations Depth
L d? Bed d 2.d(1+logad)—2| 2 |
| 2.42 d g d(1 + log, d) + 1 2
A B d 5(1 +log, d) +4 :
[ & 2 1 5-log,d 2
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Comparisons

Methodology | Packing | # ct-ct Mult | # Rotations | Depth
Naive 1 O(d*) ~ 2
[WaH19, LKS17] i O(d?) O(d? log, d) 2
This Work a* O(d) O(dlog, d) 2
 [RizT22] d* O(1) Od) 2
 This Work a? (1) O (log, d) 2
| TKLS18] | &d | O(d) | O(d) [ 3
[CKY18] | d* | O(d) | Oldlogad) | 2




Matrix Multiplication

The article detalls the safution grovided by the winner of the Matrix
Muttiphicotion Chalenge.

Author; Alkata, Ph.D, student ot TU Graz

Metrix rnultiplicotion s o crucal gspect of advanced mathematlcs ond
plays a central role in machine learning, especially in Neural Metworks,
Certain network components, like fully connected loyers or fllterfkernei.
rely on motrix multiplicoticon. Thaugh there are efficient algorthms like
Strassen's algorithrm for plaintext cperations, conducting motrix
muitiplication in an encrypted dormain s 0 newer rasearch area, This has
gelned ottention becduse it enables encrypted ML training or inference

Blog: https://hackmd.io/iny31JX2RECHIIs03pLcbw
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1. Efficiency and Generalization: This work signifiecantly reduces key-switeh
complexity to O@(logd), enhaneing computational efficiency and generalizing
secure matrix multiplication across diverse packing seenarios.



Conclusion

1. Efficiency and Generalization: This work signifiecantly reduces key-switeh
complexity to O@(logd), enhaneing computational efficiency and generalizing
secure matrix multiplication across diverse packing seenarios.

2. Foundation for Privacy-Preserving Applications: The proposed techniques
optimize FHE component routines, enabling sealable and efficient solutions for
secure neural network evaluations and similar privacy-centrie computations.
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