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DiFA [KGSR23] The Source

o Bit invariance = same output division property appears regardless of the position
of active bits in the input division property.

Results (5 rounds)
o For PRESENT, BIZ set: {0, 4, 8, 12}.
o For GIFT-64, BIZ set: {0, 4, 8, ---, 60}.
e For GIFT-128, 3 2 distinct sets. |BIZ| = 80.

Primitive round | # sets | #BIZ
PRESENT-80,/128 g i 644

GIFT-64 g 1 (132

GIFT-128 ‘51 ; 18208
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Background

Definition (Bit-Based Division Property [Tod15])

A multi-set X C 3 is said to have the bit-based division property Dy for some set of
n-dimensional vectors K, if it fulfills the following conditions:

@ “ {unknown cifthereisk e Kstu = k
€T =

e 0 : otherwise
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Background

Definition (Bit-Based Division Property [Tod15])

A multi-set X C 3 is said to have the bit-based division property Dy for some set of
n-dimensional vectors K, if it fulfills the following conditions:

EB w unknown :if thereisk e Kstu >k
xr =
0 : otherwise

xzxeX

Definition (Balanced Bit [Tod15])

Let Y C F5 be a multi-set of vectors. A bit position 0 < ¢ < n is called balanced bit
position if @ y; =0

yey

Zero-sum property

If for any boolean function f : Fy — F5, 3 I C F5 s.t.

@x:@f(x)zo

xel xzel
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GIFT [BPP*17] Recall

@ Two versions GIFT-64 and GIFT-128 with state size 64 and 128 bits respectively.
@ Consists of 28 and 40 rounds respectively.

@ SubCells, Bit Permutation, Addition of round keys in each of the round function.
@ SBox has branch number 2.

@ Introduces the BOGI permutation (bad outputs goes to good inputs).
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QR-Structure of GIFT Permutation
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@ Property of two consequitive rounds.

b & dP Kitl

@ Permutation within 16-bits.

@ Maps the output bits of SBoxes from a quotient group to the input bits of SBoxes in
the corresponding remainder group.
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Our Contribution

We develop a framework for appearing bit invariance zerosum property.
The property manifests due to both the Sbox and the permutation layer.
We give the explanation using Algebraic Normal Form (ANF).

The charecterization of BIZ is done by combining different SBoxes with GIFT and
PRESENT permutation layer.

@ The property remains unchanged after replacing the GIFT BOGI permutaion with
any 16-bit BOGI permutation.
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Division Trail Induced Linear Structures - DiviLS
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DiviLS

@ lts a configuration of the input set for a division property that limits the maximum
algebraic degree of the output-sum to one.
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DiviLS

@ lts a configuration of the input set for a division property that limits the maximum
algebraic degree of the output-sum to one.

Observations

@ Sbox-DiviLS: One input bit of an SBox has DiviLS =—> every SBox output exhibit
a DiviLS.

@ QR-DiviLS: One SBox of a quotient group has a DiviLS = each of the four
SBoxes in corresponding remainder group has a DiviLS.
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2.5-Round DiviLS in GIFT

@ For the input set corresponding to a division property limited to a nibble at R, the
DiviLS property holds up to R*+2.

= :

@ This holds for bit permutation layer of PRESENT also.
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BIZ in GIFT-64
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BIZ in GIFT-64

@ BIZ = Bit Invariance Zerosum

Property [KGSR23]

Irrespective of the position of the active nibble in the input division set of GIFT-64, after
5 rounds, 3 specific 16 bits, one in every nibble, that are balanced.
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BIZ in GIFT-64

@ BIZ = Bit Invariance Zerosum

Property [KGSR23]

Irrespective of the position of the active nibble in the input division set of GIFT-64, after
5 rounds, 3 specific 16 bits, one in every nibble, that are balanced.

@ Try to give a theoretical argument behind this Property.

@ Use a three-tier approach:

Tier-3
Tier-1 Tier-2
Parameter | Structural
Division Trail DiviLS (Lemma 1) Switching ' Equivalence BIZ
(Nibble Based) 0.5 Round 2.5 Round 2 Round
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BIZ in GIFT-64

o Tier-2:
o Suppose {z9,29,29,28} = input bit
variables at RY.
o Consider the variables
v= {yg,yg,y?,yg}, after the
permutation layer of Ry.
LT TR TR TTE0 TTob [0 [TRE TR0 TTo0 1100 bbb 4155 D100 b0 o] ob o] b e At input of R3, variables are linear

w over v (2.5 round DiviLS of GIFT-64).
o Any SBox before R3 can have degree
at most 3.
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BIZ in GIFT-64

o Parameter Switching (P;(p — q)):

o Change the parameters p — q in a boolean funtion f(p,x) by p; with ¢;, s.t. p#qin
the ANF of f.
o Example: Consider,

f(e2,c1,c0,d2,d1,do, 3, x2,21,20) = doxo + dad1z2w1 + cad1x1 + c1codoxs,

with ¢, d are parameters.
Take, g = Py(c — a,d — b), then,

g(az,a1,a0,b2,b1,bo, x3,x2,21,20) = boxo + babiz2x1 + azbiz1 + araobozs.
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BIZ in GIFT-64

o Parameter Switching (P;(p — q)):

o Change the parameters p — q in a boolean funtion f(p,x) by p; with ¢;, s.t. p#qin
the ANF of f.
o Example: Consider,

f(e2,c1,c0,d2,d1,do, 3, x2,21,20) = doxo + dad1z2w1 + cad1x1 + c1codoxs,

with ¢, d are parameters.
Take, g = Py(c — a,d — b), then,

g(az,a1,a0,b2,b1,bo, x3,x2,21,20) = boxo + babiz2x1 + azbiz1 + araobozs.

o Structural Equivalence (f = g):
o For parameterized Boolean functions f(p,x) and g(q, x),

structurally equivalent <= Ps(p — q) =g.
o Example: Consider the following functions:
fle1,co, 3,2, 21,20) = 0 + T2T1 + CoT1 + C122
g(d1,do, z3, 2, x1,20) = 0 + 221 + do1 + d172.
Here, Py(c =+ d) =g(d,x) and so f = g.
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BIZ in GIFT-64

o Tier-3:

o From Tier-2, before R3, all the inputs
to the SBoxes in a specific quotient
group becomes structurally
equivalent.

The outputs of four SBoxes in each
quotient group are also structurally
equivalent to each other.

3 — .3 — .3 _ .3
Yi(4j+0)+0 = Yi(aj+ 140 = Ya4j+2)+0 = Yi(4j4+3)+0
06T (T4 1L (44 [T5 B ET 50 BTIE 44 444 3 . s o
Yaaj+0)+1 = Yaj+n+1 = Ya@j+2)+1 = Yaaj+3)+1
Yiajroe2 = Yijenya2 = Vitajo) 2 = Yiajase

Yiaj+0)+3 = Yije1)4s = Yiajro+s = Yijns
o Apply a parameter switching to get

structurally equivalent inputs to the
SBoxes of R*.
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BIZ in GIFT-64

o Tier-3:
o Consider u = (ug, u1,u2,us), the
four output bits of any SBox in R* i.e.
Then,

(abyo + a1,bhyo + bi,
coyo + i, dyyo +di)
1 (SBox o F o SBoxz)

(uo,u1,u2,u3)

where,
PM}WMW(a’ —a’', b’ — bl ¢’ = ¢, d' —d")
b0 |90 | (90 | o0 | a0 |90 | (o0 | |6 | (40 |30 ¢]odd|bs & |60 o |od 0| ob ¢| 4o . .
- Py;“ _— (az — 31+17bl — blvlt ¢l — C1+1, di — d1.+1)
qqq@q Py, 2t (a’ — a’*2 bl — bi+2 ¢ — ¢ 2 di — dit?)
LI Yi(ag e )
-—— = pyzwﬂws(a»%aws_’w%bxvsjcb%cwsvdzg)dﬁ.x)
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BIZ in GIFT-64

o Tier-1:
o Til now, we have considered the propagation of the variables y? for i € {0,---,3}.
o Actual input variable := (x5, 22,1, x0) before RC.
o Use the division property table to check if any of the output bits contain the monomial
T3xr2x1xp Or not.

If from the input property 1111, 3 only 1111 in the division property table of the SBox and the
i-th output bit does not contain the monomial y3y2y1yo, then after 5 rounds the i-th output bit
of GIFT is balanced.
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BIZ in GIFT-64

o Tier-1:
o Til now, we have considered the propagation of the variables y? fori € {0,---,3}.
o Actual input variable := (x3, 22, 21,20) before R?.
o Use the division property table to check if any of the output bits contain the monomial
T3xr2x1xp Or not.

If from the input property 1111, 3 only 1111 in the division property table of the SBox and the
i-th output bit does not contain the monomial y3y2y1yo, then after 5 rounds the i-th output bit
of GIFT is balanced.

o Algorithm for checking the conditions:

Algorithm 1 CHECK BIZ ror GIFT-64

Input: An SBox S, the division property table DPTs where (b,a) € DPTs

<= (b,a) is a valid division trail for S.

Output: coordinates with BIZ property
s (ug,ur, uz,uz) = SBox o F o SBox(alyo + ai, biyo + b, chyo + ¢t diyo + di)
B=¢
. if (1111, a) ¢ DPTs such that a # 1111 then
for i =0 to 4 do

if deg(u;) < 4 then
B=BU{i}

[

N Ew

: return B
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BIZ in GIFT-128 and PRESENT
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BIZ in Other Cipher
@0000

BIZ in GIFT-128

D@o@@@D@@DD@OD@Q@D@D@@DD@OD@O@@&y

DoooooQ@@QQOODQbO@ODO@Q&O@@DOQQ@m

Result [KGSR23]

@ The two sets of bit invariance
balanced bits for GIFT-128.

@ Two set appears depending
upon the initial active nibble,
say A and B.

o |[ANB| =64
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BIZ in Other Cipher

@0000

BIZ in GIFT-128

Boae000ae000060000000000000000008)

== il

DDODOOQ#@QQooodbo@oooo@&oooo@gg@m

Result [KGSR23]

@ The two sets of bit invariance
balanced bits for GIFT-128.

@ Two set appears depending
upon the initial active nibble,
say A and B.

o |[ANB| =64

o A, B and BIZ set can be obtained by previously discussed similar procedure.

o For PRESENT also, the same technique can be used to show the BIZ property for 5
rounds of the cipher.
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BIZ in Other Cipher
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BIZ in other Permutation Layer [KHSH22]

@ Proposed a clasification of BOGI-based ciphers.
@ Decomposed, BOGI = OB o LS o IB, where IB and OB are 4-bit permutations
and LS is 16-bit permutation.

‘ SBDCI ‘
B ! Db
: T

: No

' B-B
*'}”*”f o "*”T”i’ “ ﬁ()ﬂne('fio S
S R S S R N L r[
0B | o ; Cew

S || S || Suw || S || Sw |

@ For BOGI permutation, LS satisfy the following conditions:
e The four input bits of LS in each SBox position go to four distinct SBox positions.
o Each bit order of the four input bits of LS in each SBox position is invariant on the
four output bits of LS in an SBox position.

o Total BOGI-based cipher can be categorized into 24 classes.
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[¢] lele]e}

BIZ in other Permutation Layer [KHSH22]

@ Proposed a clasification of BOGI-based ciphers.
@ Decomposed, BOGI = OB o LS o IB, where IB and OB are 4-bit permutations
and LS is 16-bit permutation.

R
) ‘* i i T;ru‘]er‘nurr
R

OB ! ob il ob

‘ 7SB(’JGI’ ) 7” N 75;3;(:[7 ) 7‘ SBDGI H SBDGI ‘ l SEDGI ‘

For BOGI permutation, LS satisfy the following conditions:
e The four input bits of LS in each SBox position go to four distinct SBox positions.
o Each bit order of the four input bits of LS in each SBox position is invariant on the
four output bits of LS in an SBox position.

Total BOGI-based cipher can be categorized into 24 classes.

We replace the bit permutation of GIFT-64 with each of the 24 permutations.

The BIZ property remains invariant and appears in the exact same bit positions for
each permutation after 5 rounds.
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BIZ in Other Cipher
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BIZ after varying SBox

SBo PRESENT Permutation | GIFT-64 Permutation | GIFT-128 Permutation

X Round #bb  BIZ | Round #bb BIZ | Round #bb  BIZ
oot z 64 7 7 64 1 28 v
" 5 16 v 5 0 X 5 32 X
o 7 64 7 7 64 v 1 28 v
Midori-128 5 0 X 5 0 X 5 0 X
prin 7 64 7 7 [ 7 o8 v
e 5 0 X 5 0 X 5 0 X
Rectanal 7 64 7 7 [T 7 8 v
ectangle 5 16 v 5 6 v 5 80 v
z 64 v z 64 v 7 28 v
Small AES 5 0 X 5 0 X 5 0 X
] 64 7 ] 64 v 7 28 v
PRESENT 5 4 v 5 0 X 5 0 X
7 64 7 7 [~ 7 o8 v
GIFT 5 16 v 5 6 v 5 80 v
Piccol 3 64 7 3 [ 7 28 v
lccolo 5 32 v 5 2 v 5 64 v
w Z 64 7 7 [~ 7 o8 v
P 5 16 v 5 0 X 5 32 X
Default z 64 7 z 64 v 7 28 v
Y 5 48 v 5 2 v 5 128
Bakeheedh ] 64 7 ] 64 v 1 28 v
4 64 v 5 64 v 5 128 v
7 64 7 7 [ 7 o8 v
uLBC 5 24 v 5 16 v 5 64 v
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BIZ in Other Cipher
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Conclusion

@ We know the reason for appearing the BIZ property.

@ The designers should consider this before proposing a new GIFT-like structure.
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