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Dimension 2 Varieties

Product of Elliptic Curves E1 x E>(rare)
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Castryck-Decru Attack
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Castryck-Decru Attack
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Recovering Alice's Isogeny
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What if...

If we try to recover Bob's secret isogeny, we will be computing a
chain of degree 2 isogenies instead. There exists implementation of
the attack that recover both Alice’s isogeny and Bob's isogeny but

what if... puh\ft wa;wr%:

Sy
0=l - )

ELla =< ?A, QaY
LA =40y, Qe

Now if we want to recover Alice's secret isogeny, we need to
compute a chain of degree {g isogenies in dimension 2. Can this

be done if /g > 37
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Theta Coordinates

Theta coordinates make use of theta functions which are derived
from the Riemann theta function:

0(z,82) = Z exp(imn’ Qn + 2inn’ 2).

nELyg

They allow to embed an abelian variety into the projective plane.
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Theta Coordinates

Points P on an elliptic curve E are embedded into P! and so have
two theta coordinates:

0F = (65 : 67) € PL.

Points P on a dimension 2 variety are embedded into P* and so
have four theta coordinates:

6% = (6o - 661 - 010 : 011) € P°
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Theta Null Points

The elliptic curve E itself can be represented with theta
coordinates through the coordinates of the identity element on E.
This is called the theta null point of E:

9F = (95 : 65) e P!

We can define the theta null point of a dimension 2 variety A in a
similar way:
0% = (6o - b0y - 010 : 011) € P°
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Avisogenies

The isogeny formulas implemented in the package take as input:

The theta null point of the variety

The theta coordinates of all the points in the kernel of the
isogeny

There are conversion formulas implemented to go from points on
the Jacobian of a hyperelliptic curve to theta coordinates. However
there are no implementations of conversions for products of Elliptic

curves.
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Glue Case

Conversion From
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Split Case

Conversion from

C,Dmpu,)tt. iﬁ()%ths theta to EaxC
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Theta Null Point of Ey

Eo : y? = f(x) where, f(x) =

(x —e1)(x — e)(x — e3)

pE = (65° : 67°)

95=Vﬁ~%+Vﬁ—@

91E”= e —€3.
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Theta Null Point of Ey X Ex

05 = (050 : 620), 05 = (6, : 6,%)

The theta null point of A= Eg x E4 is

= (Qéqo : 9641 : 91AD : giq:t)

where
HDAU - QbEG ‘ 9?
QoAl — an ' GEA
61 = 61° - 65" Eurks
A Ey pE Eexba ”
011 = 0,° - 01"
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Theta coordinates of a point P € Ey x Ex

Let P = (R,S). We can find the theta coordinates % and 6> of

the elliptic curve points R and S using functions in Avisogenies.
Then, similarly as before, the theta coordinates of P are given by

9{?0:96?'955
061 = 0o - 07
010 = 0F - 03

o= oF 05

eE-llE.A p
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Recovering Ej x C

0 = (60 : 050),  0C = (6 : 0F)

The theta null point of B = Ej x C is

0° = (950 : 9531 : 9180 : 95)

where
B _ pB pC
Ooo = b - o
B _ agE aC
901 == QD ’91
B __ pE aC
10 = 01° - Og €asC.
5 £ 2 B EoxC
611 — 91'} . 91
WATERLOO
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Recovering Ej x C

Since we are working with projective coordinates, we can take

oFo = (9{')90 : 9150)
¢ = (600 : 001)
and then invert the formulas in the gluing step to recover Ej and

C. We can proceed similarly to recover points on the curves from
their theta coordinates.

8&“ EoxC
EN produt
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Timings

‘a | € a b p time
03 | 104 | 2935104 _ 1 2335 83 s
5 || 216 | 115 || 22165115 _ 1 o, 2484 2 mins
5 109 | 216 || 121095216 _ 7 =5 901l 4 mins
7 || 113 | 106 21137106 _ 7 0411 38 mins
11 || 99 | 80 2991180 _ 1 ~ 2376 ~ 3 hours
5 || 79 | 88 | 4379588 _ 1 ~ 2326 72's
317 1102 73 || 4-3102773 _ 1 »; 2309 21 mins
5 | 7 | 107 | 102 || 451977192 _ 1 ~ 2537 || 50 mins

Table: Timings of the attack for different choices of parameters
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Thank you!
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