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Overview

« Some highlights of 25 years of blockcipher design
 (a subjective view)

 The impact of Moore’s law in the coming decades
* Challenges & research problems
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1997: AES kigk-off

Federal Register / Vol. 62, No. 1 / Thursday, January 2,

1997 / Notices a3

All meetings are accessible to persons
with disabilities. Sim langoage
interpreters and an assistive listening
system are available at all meetings.
David Capozzl,

Divector, Qffice of Techwicol and Inform ation
Fervices

[FR Doe, 9633125 Filed 12-31-96; §:45 aan ]
BILLING CODE B150-01-P

DEPARTMENT OF COMMERCE
Mational Institute of Standards and
Technology

[Docket No. 960924272-6272-01]

RIN 0633-ZA13

Announcing Development of a Federal
Information Processing Standard for
Advanced Encryption Standard

ACENCY. Natienal Institute of Standards
and Technology (NIST). Commerce.

ACTIONE M otice; Requesl [or commenls.

SLMVIREY: A process odevelop a
Federal mformation Processing
Standard {FIPS) for Advanced
Encryption Standard (AES)
mcorporating an Advanced Encrypiion
Almorithm (AFEAY s being initiated by
the MNational Institute of Standards and
Technology (NIST). As the first step in

this process. drafl minimum
accantahility reanirements aned drafr

and Technology. Gaithersburz. MD
20859,

Electronic comments may be senl to
AES{@Enisl zov.

Comments received in response to
this notice will be made part of the
public record aud will be made
available for inspection and copying in
the Central Records and Reference
Inspection Facility, Room 6020, Herbert
C. Hoover Building, [4th Street batween
Pennsylvania and Constitution
Avenues. NW. Washington, DC, 20230,

The AES Criteria Workshop will e
held ar the Green Anditorinm,
Admumisiration Building, Naltional
Institute of Standards and Technology,
Gaithersburg, Maryland. Copies of the
commients submitted will be available al
the Waorkshop. For planning purposes,
advance remisiralion 15 encouraged, To
register. please fax your name. address,
telephone. fax and e-mail address to
301-948-1233 (Atn: AES Criteria
Workshop) by April 10, 1997,
Femsiration will also e available at the
door. The workshop will be open to the
public.

ROR ALRTHER INFORMIATION OONTACT.
Edward Roback, National Institute of
Srandards and Technology. Building
R20. Room 426, Gaithershirg, M
20859; telephone 30 1-975-3696 or Vi
fax at 301-948-1233. Technical
imquiries regarding the proposed drafl
evaluation criteria and draft snbmission

wmren iarnans A en sl sl d ha addessns A rm

alternatives may be proposad as a
replacement standard ai the 1998
review.”

It 15 N1ST7s review that a muolti-year
transition period will be necessary to
move toward any new encryprion
standard and that DES will continue 1o
e of sufficient strength for many
applications, NIST will consuli with all
interasted parties so that a smooth
transition can be accomplished.

In order to provide a basis forthe
evaluation ofencryption algorithms
submitted to be considered as the ARA
for incorporation into the FIPS for AES,
evalualion critens will be used 1o
review submitted algorithms. Comments
on the draft criteria (and. ar the
appropriate time. or candidate
algorithms) from volirniary consensis
standards organiaations are particularly
encouraged.

Proposed Draft Minimum Acceptability
Requivements and Evaluation Criferia

A2 AES shall be a svmmetric block
cipher.

A3 AES shall be designed so that
the key lengrh may be increasad as
needed.

A4 AES shall be mplementable i
both hardware and software.

A5 AES shall either be (a) freely
wroailable or (b available under term
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AES prelude: cliffs ahead for DE

Linear Cryptanalysis Method for
DES Cipher

Mitsuru Mataui

Compiates & Infofmalion Sysleons Lalsoaiopy
Mitsublahl Hlectrie Corparation
B-1-1, Cfunes, Ksmakure, Kanagaws 247, Japan
e peakl mateni @t el meloo e ]

AlanFadl

Wa introduce a new methcd for crfpizsalyms of DES cipher, which is inlly
& lnmwn-plainkesi sitark. As o resull, i is possible Lo break B-round DES sipher
wilk 1" kmows. plainiexis sd 16-rosnd DES cipley with 3% known-pluintexis,

i ey, M . this methed B applicalde ta am eply-ciphertaxt atiack
is cuwrtels sllusibons, Fos cimmple, Uf plalnissis conslal of sainvel Toglhsh soi-
demces represented by ASCIT codes, S.round DES sipher i breakmble with ¥**
cipbartaxis only,

1 Imtroduction

Differemtial Cryplanaiysis has bioen one of mudn tepics in coyplology sines the first
papes by Blham and Shamis in 1080 (1], They have broken FEAL cipber in ihe
subswiquent paper (2], and recenily succesded in breaking the full 18-round DES cipher
by & chosan-plaintest attack [1).

Although Differential Cryptanalysis is » technique for o chosen- plaintexl aliack,
It i mors sotewsiiby sl [ ean e applied Lo a kpown-pladniesi sitnek on condition
that sufllciently many plaintexis are availabl

Omn the other hand, several new approsches (o known-plaintext stincks have boen
alais sladisd In speeial ansss, As regards FEAL cipher, for axampls, Tardy-Corfdin
and Gilbert have presented a statistiesl method Lo bveak FEAL-4 and FEAL-S [4],
snd Mutswl and Yamagishi have described & detarministic method to brenk FEAL-8
by n known-plainiext sttack (5], respectively.

In this paper we inireduce an essentially known:plaintext sttack of DES cipher,
The purposs of Lthiks maibiod & to obialn & linses spprosimate = peesslon ol & glvean
cipher algotithm, For this purpose, we begin by constructing a statistieal linsar path
belween input and sutpel biis of ssch S-bos. Then we extend this paih Lo the sntlie
slgarithin, and Anally rench s linesr approximate expression withoul any intermediats
wuluam,

T Dlalbemth (1)t Acdvaneed in © ooy « TUROCRY T Sl LNOS 768 i 380307, (904
o S Varag Mavie |lede by 1994
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AES prelude: pirates sighted
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1998-2001: the AES process

« Open
« Clear view on the evaluation and selection procedure
« Extensive documentation of decisions

* High profile
« Cooperation with FSE conferences and community
« 200-250 attendants at FSE and at dedicated AES conferences

« Winner “guaranteed” to become an important standard

KU LEUVEN



AES aftermath
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AES aftermath (ctd.)

| Algeb
Cryptanalysis

Garon G
Algebraic
Aspects of
the Advanced
Encryption
Standard

KU LEUVEN



2003: start of AES acceptance

FACT SHEET

CNSS Policy No. 15, Fact Sheet No. 1
National Policy on the Use of the Advanced Encryption Standard (AES) to
Protect National Security Systems and National Security Information

June 2003

Background

(1} Faderal Information Faderal Information Processing Standard (FIPS) No. 157, dated
26 Movembar 2001, promaulgated and endorsed the Advanced Encryphon Standard (AES)
2z the approved algonthm for protecting zensitive (unclaszifiad) electromc data. Smce
that time, questions have arisen whather AFS (or products m which AER is implementad)
can or should be used to protect classified mformation and at what levels. Eesponsrre to
those guestions, the Wational Secunty Az ency (WSA) has condocted a review and
anahynis of AES and 1t applicabihity to the protecton of national secunty svstems and'or
mformation. The policy pumdance docomentad herain reflacts the results of those efforts.

Introduction

(2} In the comtext of today'= complex world and even more complex communicaiing
emvironments, the neaed for protecting information takes on added mportance and
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2004: Hash function crisis

The complexity of collision attacks

brute force: 1 million PCs (1 vear) or US$ 100.000 hardware (4 days)

90

80

;g ——MD4
50 —=— MD5
40 —a— SHA-0
30 —u— SHA-1
20 ~——— Brute force
10

n 1 T 1 T 1 I I I 1 * I

> D Q

®°ﬁ$ -3& -\%Qb‘ @é’ Gy q?“ fﬁ&*ﬁ& fﬁ'@ *ﬁ@ '1‘9"\
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2010: wide AES deployment

First 3Z2nm Westmere Products

3Znm
Westmere
processor

Core
45 nm

Penryn
processor
Core

45nm integrated
graphics & integrated
memory controller

Inted® Turbo C
nvel Hyper- Thieading te %, 4 thaeads)
Integraled g agbu Tthab ApNECY LU0y
Imtegrated Memory Controlles (IMC) - Jch DDR3

Mot sl Supture aow avslabie on wvery prOcELT
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Breakthrough cryptanalysis methods since 2000

« 2004: message modification techniques
« Hash functions # block ciphers

« 2009: cube attack (based on AIDA, 2005)

« 2015: division cryptanalysis
* Nonlinear degree is important

« 2010: rotational cryptanalysis

KU LEUVEN



Cryptographic competitions & initiatives

« SHA-3 2007-2012
« CAESAR 2012-2019
 Lightweight encryption 2013-2023

 Modes of Operation 2002-...
« Authenticated encryption
* Authentication
 Format preserving encryption

Faculteit Ingenieurswetenschappen KU LEUVEN



New requirements for blockciphers

« Zero-Knowledge proving mechanisms

« Homomorphic Encryption schemes

« Secure MultiParty Computation protocols
« Quantum-Secure signature schemes

« Side-Channel Attack resistant designs

KU LEUVEN



Current landscape

« Multitude of application-specific designs
« Slow progress in cryptanalysis
« Slow uptake of new ideas

* Difficult to keep focus and momentum
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Evolution of computational power

« Moore’s law:

* Miniaturization of circuits and memory leads to faster computers
« Market pressure keeps prices low

« When will Moore’s law end?

« Cannot continue into sub-atomic level
« Current technology: 3nm = 30 atoms
* |s the end in sight?
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Diluted meaning of technology names

|I l Dimensional scaling continues another decade ASML

Edge Placement Error reduction accordingly Oy
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The Different Ages of Scaling

(Different methods for different times)
1 Geometrical Scaling (1975-2002)

# Reduction of horizontal and vertical physical dimensions in conjunction
with improved performance of planar transistors

2 Equivalent Scaling (2003~2024)
@ Reduction of only horizontal dimensions in conjunction with introduction

of new materials and new physical effects. New vertical structures replace
the planar transistor

3 3D Power Scaling (2025~2040)

# Transition to complete vertical device structures. Heterogeneous
integration in conjunction with reduced power consumption become the
technology drivers

Figure ES55 The 3 eras of scaling heralded by NTRS, ITRS, ITRS 2.0, and IRDS
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Computing beyond 2040

 Limits caused by
* Energy consumption
« Material required

« Quantum computers may break these limits

« Current quantum computing hardware is not scalable

... but engineers will develop new technologies

KU LEUVEN



Impact of QC on Symmetric-Key Cryptology

« Symmetric-key techniques may become (even) more important

* Necessity to perform more detailed quantum-security evaluations

« Current results are generic attacks
« Double key length (but not double double)

« Impact of design decisions: ?7?7?

« Challenge: apply quantum algorithms to symmetric-key cryptanalysis

KU LEUVEN



Improving symmetric-key theory

« Get away from the bits

» Higher level of abstraction
« Tackle many of the new applications at once
« Easier communication with quantum information researchers
« Some problems present in current theory disappear

« Early examples:
 AES description in GF(256)
* Generalisations of linear cryptanalysis

KU LEUVEN



Example 1: non-uniform diffusion layers

« AES: uniform diffusion layer
« Branch number
« MDS-based transformations

* Non-uniform layers:
 Feistel
» Lai-Massey
« Misty
« Unbalanced Feistel
* Incomplete S-box layers
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Example 1 (ctd.)

« Lai-Massey and Feistel are affine equivalent
« Cf. next session

« Unbalanced Feistel Network vs. Incomplete Diffusion

» Challenge:
« Develop criterion to measure the quality of unbalanced diffusion structures
* Define optimality
* Design optimal structures

KU LEUVEN



Example 2: Markov cipher theory

- =

« Problematic assumptions: ——- (]

. ' round

Independ'ent & unlform_ly ran(_:lom round keys an

« Hypothesis of stochastic equivalence —and

—r@

round

 Lead to —-
 Invalid characteristics

* Invalid results s

e— ()
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Speck

« ARX cipher [Beaulieu+ 2013]

 Analysed in [Ankele,Kolbl E i |
2018] el
» 7 rounds of Speck-64 é . i

« Multimodal distribution 2 x| \
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Geometric Approach

“‘one-hot encoding”

x| yF®

000 i 0 0 0 0 0 O 0 1

0 00 01 00 0
001 010 01 000 0 0 O
010 100 y—10 00000 1 0,
011 101 0 01 00 0 0 O
100 001 0 001 0 O0O0O
. o 0 00 0 01 0 0
o o 4 0 6 0 6 6 0 0

111 000 Tfly,x]=1ey=FX)
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Geometric Approach: pairs

« Pairs: [Y

7] =arern|’]

* [;’] ) [;.(] range over all values with weight one: “standard basis” for R?"
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Geometric Approach: change the basis
| = arern ]

 For any invertible R € R?"%?" we can write:

=3[~

- = [g] =R Y (TFQT")R [iﬂ

v
15l
Y1
b ad =R

TS S

« Choose R to obtain a simple R"Y(T*®T")R
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Quasi-Differential Trails

» For the right choice of R, we obtain a set [[g‘ }

u,a €F"
0,ifx; +x, #a

U] [y %] =< 1,ifx 4%, = aandu®x =0
—1,ifx; + x, =aandulx; =1

We denote R~ (T*QT)R by DF, the quasi-differential transition matrix
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Quasi-Differential Transition Matrix

F - I t tp
D(v,b),(u,a)_ z_nZxEIFE,F(x+a)=F(x)+b(_1)u i

« Contains the correlations measured over the set of right pairs of the differential
* D{o.p),(0,0): the DDT

. D&U),(um: the correlation matrix (= scaled version of the LAT table)
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Accurate probability of a characteristic
. IfF — Fz OFl then DF — l)F2 X I)F1

. PF(ChElI‘ElCtEI‘lSth (aﬂ,al, ...,CIT)) = uEIF” H1 1 (‘U—:, 111) (ul_ o ol 1)
=1, .. 751

With F;_; (%;_1) = x;,up =1, = 0
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Accurate probability of a characteristic (ctd.)

* For a key-alternating cipher:

r
Pr(characteristic (g, i, ...,ar))= Z 1_[ (—1)H5Ri9(ﬁ;i,ai),(ui_1,ai_1)
i=1

uiEIFEl
i=1,..r—1

 No assumptions!! (Markov, independent roundkeys, ...)
« Commonly made approximation corresponds to picking only one term (u; = 0)
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SpeCk: 1 extra 92400040 00000000 | 10420040

quasidifferential trail !
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Coloring the key-dependence in the experimental
results

250

200
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)
o

100

Number of keys

50

[} ‘4:’[[1- i bk i o NRRRRRE 1l I

200 300 400 500 600 700 800
Number of right pairs
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Example 2: challenges

« Use differential transition matrices to compute accurate probabilities
* In particular, for permutation-based designs

« Determine keys with higher-than-average probabilities
* In particular, for hash functions

« Describe more cryptanalysis methods in this framework
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Take-aways

« Competitions foster progress in cryptology
« But organizers must ensure quality and impact

« Symmetric-key cryptology benefits from mathematics
« To address novel requirements
* To improve its theory of security
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