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The smart grid has been undergoing major transformation with the high penetration of
Distributed Energy Resources (DERs), including solar and wind farms, energy storage,
and microgrid technologies. These DER networks are increasingly reliant upon
advanced sensors, edge computing, wide area communication, cloud infrastructures,
and ML-based analytics – in the form of Energy Internet of Things (IoT) – for real-time
monitoring and control applications. Cyber threats to energy infrastructures and IoT
networks are growing both in numbers and sophistication. Secure and resilient operation
of this energy IoT network is of paramount importance to reliable and economic
operation of the DER-integrated smart grid. This talk will first present an architecture for
cybersecurity situational awareness, then present algorithms and testbed-based
evaluation results for ML-based anomaly detection and alert correlation, and a federated
learning-based anomaly detection. Finally, the talk will conclude with some future
research directions in this area.
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