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SETS-RAS - Ransomware Analysis as a Service

SETS-RAS is a privacy-preserving analysis platform developed by SETS to support
victims of ransomware attacks. It enables secure investigation of suspect files,
process/network logs without exposing sensitive or confidential data to external parties,
addressing the fear that reporting an attack could compromise private information. The
platform also analyzes memory dumps to identify the encryption algorithm in use and,
where possible, retrieve cryptographic keys directly from memory. The platform
identifies ransomware families from ransom notes or encrypted files and provides
available decryptors to support recovery for organizations, responders, and the
cybersecurity community.
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